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A method for the tracing and analysis of a multi protocol communication. 

5 

BACKGROUND OF THE INVENTION 

A "communication," as used herein, is an exchange of media or other information, 
either discrete or continuous. Communication "content 5 9 may include audio (e.g. voice), 

10 video, text, or other data in any combination (e.g. audio only, audio & video, etc.). An 
electronic communication utilizes one or more "communication protocols," and is 
exchanged via one or more "communication networks." (A communication protocol is 
herein referred to as a "protocol" and a communication network is herein referred to as 
a "network.") A particular communication can be transported across a variety of 

1 5 networks as it propagates from one endpoint to another endpoint The transport of a 

particular communication from one endpoint to another endpoint can involve a variety of 
protocol conversions at various stages of its propagation across networks. 

The protocols are selected from a variety of protocols, depending upon the type 
of communication and the type of network. The protocols are described more fully 

20 below. 

A failure at any stage of communication transport can cause degraded 
communication quality, complete loss of communication transport, or degraded 
communication response times. For example, a failure in the transport of a 
communication transport corresponding to a telephone call can result in poor call quality 
25 or poor response times. 

t Communication can pass through a variety of network devices in transport from 
one endpoint to another endpoint. For example, a gateway will be recognized to be a 
network device that can convert the communication from one particular protocol to 
another. Thus, the gateway is a network device that receives a first protocol at a gateway 
30 input and provides a second protocol at a gateway output 

For another example, a router will be recognized to be a network device that 
provides routing of the communication from one particular endpoint to another particular 
endpoint To facilitate the routing, the router can internally convert from one protocol to 
another. However, the router has the same input and output protocols. 
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For yet another example, a switch will be recognized to be a network device that 
also provides routing of the communication from one particular endpoint to another 
particular endpoint. Like the router, the switch has the same input and output protocols. 
As described above, a communication can be transported from one endpoint to 
5 another endpoint, through a variety of network devices, and having a variety of 
protocols. Conventional analysis of the communication transport is provided by 
specialized protocol monitoring tools that are adapted to monitor only one 
communication link (e.g. one Ethernet segment) and a specific protocol. Thus, a 
plurality of protocol monitoring tools must be used to analyze the variety of 
1 0 communication Imks and the variety of protocols through which a particular 

communication may be transported as it propagates from one endpoint to another 
endpoint. With the plurality of conventional protocol monitoring tools, it is difficult to 
correlate and analyze the propagation of a particular communication through the variety 
of protocols. Only a sophisticated user can manually correlate and analyze the data 
1 5 generated by the variety of separate protocol monitoring tools. 

It would therefore be desirable to have a system that can automatically provide a 
user with a simple presentation display that can trace and analyze the variety of protocol 
conversions as the communication is transported from one endpoint of the network to 
another. 

20 

SUMMARY OF THE INVENTION 

The present invention provides a multi-protocol communication analysis system 
having the ability to correlate protocol information provided by a plurality of network 
monitors or network analyzers. While the invention will be shown and described as 

25 applied to a particular network topology having a particular number of protocol 

conversions, it is understood that the invention can be applied to any network topology 
having any number of protocol conversions. 

In accordance with the present invention, the multi-protocol communication 
analysis system includes a method of tracing and analyzing the transport of a 

30 communication in a network having a plurality of protocols. The method includes 

collecting protocol information corresponding to the plurality of protocols, wherein the , 
collecting is provided by a plurality of network/protocol monitors. The method further 
includes processing the protocol information and displaying the processed protocol 
information. The processed and displayed protocol information can be analyzed, and/or 
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WO O2/075556 PCT/US02/09044 

stored. In one exemplary embodiment the displaying can be provided by generating a 
ladder diagram. 

In accordance with another aspect of this invention, the multi-protocol 
communication analysis system includes a computer program medium having computer 
5 readable code thereon for tracing and analyzing the transport of a communication in a 
network having a plurality of protocols. The computer readable medium includes 
instructions for collecting protocol information corresponding to the plurality of 
protocols, wherein the collecting is provided by a plurality of network/protocol monitors. 
The computer readable medium also includes instructions for processing the protocol 
10 information and for displaying the processed protocol information. The processed and 
displayed protocol information can be analyzed, and/or stored. In one exemplary 
embodiment the displaying can be provided by generating a ladder diagram. 

In accordance with yet another aspect of the present invention, the multi-protocol 
communication analysis system includes an apparatus for tracing and analyzing the 
15 transport of a communication in a rietwork having a plurality of protocols. The apparatus 
includes a data management processor for collecting protocol information corresponding 
to the plurality of protocols, wherein the collecting is provided by a plurality of 
network/protocol monitors. The apparatus further includes a data processor for 
processing the protocol information to provide processed protocol information, and a 
20 display for displaying the processed protocol information. The processed and displayed 
protocol information can be analyzed, and/or stored. In one exemplary embodiment the 
display can be provided as a ladder diagram. 

With this particular arrangement, the multi-protocol communication analysis 
system provides a user with a readily understandable presentation display that can trace 
25 and analyze a variety of protocol conversions as the communication is transported from 
one endpoint of the network to another, wherein the transport can include transport 
across multiple physical networks. 

BRIEF DESCRIPTION OF THE DRAWINGS 
30 The invention will be better understood by reference to the following more 

detailed description and accompanying drawings in which: 

FIG. 1 is a block diagram of a prior art network having three networks/protocols; 

FIG. 2 is a block diagram showing a multi-protocol communication analysis 
system in accordance with the present invention; 
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FIG. 3 is an exemplary ladder diagram showing communication messages; and 
FIG. 4 is a block diagram showing the multi-protocol communication analysis 
system of FIG. 2 in greater detail. 
DETAILED DESCRIPTION 
5 Before describing the multi-protocol communication analysis system, some 

introductory concepts and terminology are explained. In general, the term "network" 
will be used to describe any computer or telephone interconnection that carries voice 
(audio), video, or data. Networks include but are not limited to a public switched 
telephone network (PSTN), a public exchange (PBX) telephone network, the Internet 
10 including the world wide web (www), and a local area network (LAN), for example a 
LAN having an Ethernet structure. 

As described above, a "communication," as used herein, is an exchange of media 
or other information, either discrete or continuous. Communication "content" 
may include audio (e.g. voice), video, text, or other data in any combination (e.g. audio 
15 only, audio & video, etc.). 

It will be understood that a communication, as used herein, may include both a 
signaling portion and a real time portion. The real time portion is typically referred to as 
media. The signaling portion essentially provides connection handshaking that 
establishes a "session" between two or more endpoints. For example, the signali ng 
20 portion can correspond to dialing a phone call at one endpoint, and subsequently 

answering the phone call at another endpoint. Upon establishing the session with the 
signaling portion, the two or more endpoints can communicate with each other in real 
time, for example with real time audio, video, or data. It will be further understood that 
the si gnaling portion and the real time portion (media) of the communication can be 
25 provided each having the same protocol or each having a different protocol, and can be 
provided each upon the same physical network structure between the two or more 
endpoints, or each upon a different physical network structure also between the two 
endpoint. 

A "protocol monitor," or "network monitor," as used herein, refers to an 
30 electronic device that allows a user to view a display or report having a view of a 
protocol associated with a communication. The view may include a view of the 
particular messages sent during the signaling and/or during the real time portion of a 
communication transport. 
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Like a protocol monitor, the term protocol analyzer", or "network analyzer," as 
used herein refers to an electronic device that allows a user to view a display or report 
having a view of a protocol associated with a communication. However, unlike a 
protocol monitor, a protocol analyzer allows the user to view the communication in 
5 various layers associated with the protocol. 

It will be recognized that a protocol is associated with higher and/or lower layers 
of the protocol, wherein the layers are referred to herein as a protocol layer stack. At the 
highest layer, a particular communication can appear to the user in a protocol 
corresponding to application software, for example web browser software. At the lowest 

10 layer, the particular communication can appear in a protocol corresponding to a 

particular digital bit stream that is transported on a physical network. At intermediate 
layers, the particular communication can appear in intermediate protocols having 
particular address and data formats that are neither application software nor the particular 
bit stream that is transported on the physical network. Thus, a particular protocol can 

15 have a variety of corresponding layers in a protocol layer stack. 

It will also be recognized that a communication can be transported with a first 
protocol that corresponds to but one layer of a first protocol layer stack. Alternatively, 
the c ommuni cation can be transported with a second protocol that corresponds to but one 
layer of a second protocol layer stack. The protocol analyzer as described above allows 

20 the user to view more than one layer of a protocol layer stack. 

Thus, not only can a communication having a particular protocol be associated 
with a variety of protocol layers, but the communication can be provided in a variety of 
different protocols, each having a variety of corresponding protocol layers. 

The term "peer-to-peer" protocols as used herein will refer to two or more 

25 protocols associated with a communication that are each at the same layer of their 

respective protocol layer stacks (i.e., the same layer of abstraction). For example, at the 
lowest layer, both session interface protocol (SIP) and hyper text transport protocol 
(HTTP) can be physically transported in Ethernet protocol. At one layer above Ethernet, 
both SEP and HTTP can be provided in Internet protocol (IP). At one layer above IP, 

30 both SIP and HTTP can be provided in transmission control protocol (TCP). At one 
layer above TCP, SIP and HTTP are provided in SIP and HTTP protocols respectively. 
At the highest layer, SIP and HTTP can correspond to web browser application software. 
There are a variety of layers corresponding to both SIP and HTTP, of which only some 
are listed above. Moreover, both SIP and HTTP have peer-to-peer layers at the physical 
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Ethernet layers, at the IP layers, at the TCP layers, at the SIP and HTTP layers 
respectively, and at the browser layers. 

deferring now to FIG. 1, a prior art network and monitoring system includes a 
communication originating at a first endpoint 12a having a first protocol 14a. It will be 
understood herein that a protocol, for example the protocol 14a, is associated with a 
network having the first protocol. Thus, the protocol 14a is also denoted as a 
network/protocol 14a. As the communication originating at the first endpoint 12a 
propagates, it passes through a first network device 16. The first network device 16 can 
be one of a variety of network devices focluding, but not limited to, a gateway, a router, 
and a switch. If the first network device 16 is a gateway, the communication is provided 
at the output of the network device 16 having a second protocol 18a. The 
communication propagates further to a network second device 20. The second network 
device 20 can also be one of the variety of network devices mcluding, but not limited to, 
a gateway, a router, and a switch. If the second network device 20 is a gateway, the 
communication is provided at the output of the second network device 20 having a third 
protocol 22a. The communication having the third protocol 22a is received at a second 
endpoint 24a. 

In addition to the first and second endpoints 12a and 24a, a third endpoint 12b 
and a fourth endpoint 24b can be provided Similar to the communication described 
above, the third endpoint 12b can communicate with the fourth endpoint 24b, the third 
endpoint 12b can communicate with the second endpoint 24a, and the first endpoint 12a 
can communicate with fourth endpoint 24b. It will be recognized that a first protocol 
1 4b can be the same as the first protocol 14a, a second protocol 1 8b can be the same as 
the second protocol 1 8a, and a third protocol 22b can be the same as me third protocol 
22a. 

In addition to the connections described above, the first network device 16 can 
provide the communication having foe second protocol 1 8b to a third network device 26. 
As described above, foe second network device 20 can be one of the variety of network 
devices including, but not limited to, a gateway, a router, and a switch Iffoefoird 
network device 26 is a gateway, the communication is provided at the output of the 
network device 26 having a fourth protocol 28. The communication having the fourth 
protocol 28 is received at a fifth endpoint 30. 

It should be recognized that a particular communication intended for transport 
from the first endpoint 12a to foe second endpoint 24a can be commingled with other 
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communication intended for transport between these or other endpoints such as the thud 
endpoint 12b and the fourth endpoint 24b. For example a first communication 
transported between the first endpoint 12a and the second endpoint 24a passes through 
the second protocol 18a. Similarly, a second communication transported between the 
third endpoint 12b and the fourth endpoint 24b passes through the second protocol 1 8a. 
With this arrangement, both the first and the second communication can be 
simultaneously transported upon protocol 18a. 

While a particular interconnectivity between five endpoints 12a, 12b, 24a, 24b, 
30 is shown, it will be recognized that any number of endpoints, any number of network 
devices, and any number of protocols can be provided with conventional network 
topologies. 

The communication having the first protocol 1 4a is coupled to a first 
network/protocol monitor 32, which provides a variety of first protocol information. The 
communicationhavingthe second protocol 1 8a is coupled to a second network/protocol 
monitor 34, which provides a variety of second protocol information. The 
communication having the third protocol 22a is coupled to amirdnetwork^rotocol 
monitor 36, which provides a variety of third protocol information 

Network/protocol monitors 32, 34, 36 provide respective protocol information to 
a user of the monitors, wherein the protocol information is local to the network/protocol 

monitors 32, 34, 36. 

Referring now to FIG. 2, in which like elements of FIG. 1 are provided having 
like reference designations, a multi-protocol communication analysis system 50 includes 
the three network/protocol monitors 32, 34, 36 that provide the first, second, and third 
protocol information 52, 54, 56 to a multi-protocol communication analyzer 58 that 
includes a multi-protocol communication analysis application program 60. 

As described above, it should be recognized that a particular communication 
intended for transport from the first endpoint 12a to the second endpoint 24a can be 
commingled with other cornmumcation intended fe*^ tal^ *~ or other 
endpoints. 

The multi-protocol communication analysis application program 60 provides a 
variety of functions, including but not limited to, identification of the persons or 
organizations corresponding to the first and second endpoints 12a, 24a, identification of 
a location of the communication as it propagates through the network (for example the 
first network device 16), identification of a time corresponding the reception of the 
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communication by the multi-protocol communication analyzer 58, identification of a 
time corresponding to initiation of the communication (for example, initiation of the first 
communication having the first protocol 14a), identification of a state of the 
commxnncation, (for example, the amount of progress though a signaling portion), 
5 identification of a content of the communication, (for example, G.71 1 audio media), 
identification of a message associated with the communication (for example a particular 
protocol message such as "acknowledge"), correlation of one or more of the 
aforementioned messages associated with respective one or more protocol conversions, 
identification of a direction of flow of the communication, identification of a number of 
10 same messages, and a display of one or more of the aforementioned identifications 
and/or correlations in a graphical user interface (GUI) display, for example a ladder 
diagram. An exemplary GUI is described below in association with FIG. 3. 

Couplings from the network/protocol monitors 32, 34, 36 to the multi-protocol 
communication analyzer 58, and having the protocol information 52, 54, 56, can be 
15 provided in a variety of way including, but not limited to an Internet connection having 
a TCP/IP protocol. With this particular arrangement, it should be appreciated that the 
network/protocol monitors 32, 34, 36 can be remote from the multi-protocol 
communication analyzer 58. 

The network devices 16, 20 and the protocols 14a, 18a, 22a are aspects of a 
20 conventional communication network. While two network devices 16, 20, three 

protocols 14a, 18a, 22a, and two endpoints 12a, 24a are shown, it should be appreciated 
that any number of network devices, any number of protocols, and any number of 
endpoints can be associated with this invention. It should be further appreciated that 
while three network/protocol monitors 32, 34, 36 are shown, any number of 
25 network/protocol monitors can be associated with this invention. Furthermore, while 
three network/protocol monitors 32, 34, 36 are shown to be associated with three 
respective protocols 14a, 18a, 22a, it should be appreciated that each protocol 14a, 18a, 
22a need not be monitored by a corresponding network/protocol monitor 32, 34, 36. 

While network/protocol monitors 32, 34, 36 are shown, it should be appreciated 
30 that network/protocol analyzers can be used in place of the network/protocol monitors 
with this invention. As described above, a network/protocol analyzer can provide the 
user with a view of the communication at a variety of protocol layers associated with the 
protocol. 
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The protocols 14a, 18a, 22a can correspond to a variety of protocols. The session 
interface protocol (SIP), and the integrated services digital network (ISDN) protocol are 
but two examples (these known to one or ordinary skill in the art) of a variety of 
communication protocols that can be monitored and/or analyzed with this invention. 
5 This invention applies to all communication protocols, including custom communication 
protocols. 

While the multi-protocol communication analyzer 58 is shown as a device 
separate from the network protocol monitors 32, 34, 36, it should be recognized that, in 
another embodiment, the multi-protocol communication analyzer 58 can be integral to 

10 any one or more of the network protocol monitors 32, 34, 36. 

Referring now to FIG. 3, an exemplary ladder diagram 70 that can be presented 
to a user of the protocol medium analyzer 58 (FIG. 2) includes three ladder portions 72, 
74, 76. The ladder diagram 70 can be presented to the user as a printed report or as a 
video display, or by any other presentation. The ladder diagram can also be stored for 

15 subsequent display and analysis. It will be appreciated that a communication can include 
individual '"messages." Some exemplary messages 72a-72d, 74a-74d, 76a-76d are 
further described below. 

In the particular exemplary ladder diagram 70, the first ladder portion 72 shows a 
view of ISDN communication protocol messages 72a-72d, for example between the first 

20 endpoint 12a and the first network device 16 (i.e., protocol 14a) shown in FIG. 2. The 
second ladder portion 74 shows a view of SIP communication protocol messages 74a- 
74d, for example between the first network device 16 and the second network device 20 
(i.e., protocol 18a) shown in FIG. 2. The third ladder portion 76 shows a view of ISDN 
communication protocol messages 76a-76d, for example between the second network 

25 device 1 8 and the second endpoint 24a (i.e., protocol 22a) shown in FIG. 2. 

Though a time scale 78 is shown having a resolution of 0.1 seconds, it should be 
recognized that other time scales with other resolutions can be provided by this 
invention. One of ordinary skill in the art will recognized the messages 72a-72d, 74a- 
74d, 76a-76d to be conventional messages associated with the signaling portions of the 

30 ISDN, SIP and ISDN protocols respectively. The direction of the arrows indicates the 
direction in which the variety of signaling portion messages propagate. 

It will be understood that the signaling portion messages 72a-72d, 74a-74d, 76a- 
76d correspond to one communication that is transported through a network, and that is 
converted from ISDN to SIP to ISDN protocols as it is transported. The particular 
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messages 72a-72d, 74a-74d, 76a-76d provide the connection of a session between two 
endpoints. 

An ISDN message 72a, "setup/ 5 is generated that initiates the session setup at a 
first time 78a. The "setup" message 72a is converted to a SIP message 74a, "invite," at a 
5 time 78b. The "invite" message 74a is further converted to an ISDN message 76a, 

"setup," at a time 78<L Thus, the particular message passes from ISDN protocol to SIP 
protocol and back to ISDN protocol. At a time 78c, second ISDN message 72b, "call 
proceeding," is generated. The messages 72b, 74b and 76b are ISDN, SIP, and ISDN 
messages respectively that indicate acknowledgement of the respective messages 72a, 

10 74a, and 76a- 

It should be noted that only the acknowledgement message 76b, "call 
proceeding," indicates that the message 72a, "setup," was propagated all the way to the 
second endpoint, for example to the second endpoint 24a. The other acknowledgement 
messages 72b, 74b only indicate intermediate transport to network devices. It should be 

1 5 further recognized that the acknowledgement message 76b does not propagate back to 
the first endpoint, for example to the first endpoint 12a. The other acknowledgement 
messages 72b, 74b do not directly correspond to die acknowledgement message 76b. 
Thus, the first endpoint receives no direct acknowledgement that the message 72a, 
"setup," propagates to the second endpoint, for example to the second endpoint 24a. 

20 An ISDN message 76c, "alerting," is generated at time 78£ The "alerting" 

message 76c is converted to a SIP message 74c, "180," at a time 78g. The "180" 
message 74c is further converted to an ISDN message 72c, "alerting," at a time 78h. 
Similarly, an ISDN message 76d, "connect," is generated at time 78i. The "connect" 
message 76d is converted to a SIP message 74d, "200," at a time 78j. The "200" 

25 message 74d is further converted to an ISDN message 72d, "connect," at a time 78k. At 
this point, a session connection is established between a first and a second endpoint, and 
the communication can progress to the real time portion described above. 

The multi-protocol communication analysis application program 60 (FIG. 2) 
provides a user with a printout or display such as the exemplary ladder diagram 70. The 

30 multi-protocol communication analysis application program 60 (FIG. 2) can correlate, 
analyze, format, display and log (store) the protocol information 52, 54, 56 (FIG. 2) 
provided by the variety of network/protocol monitors 32, 34, 36 (FIG. 2). The ladder 
diagram is but one of a variety of displays that can be provided to the user that allows the 
user to quickly visualize and quantify, on a time scale, the variety of messages 
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corresponding to protocol conversions that can occur when a communication is 
transported through a network. 

It should be recognized that the ISDN messages 72a-72d, the SIP messages 74a- 
74d, and the ISDN messages 76a-76d are peer-to-peer layers at the same layer of the 
respective protocol layer stacks. Peer-to-peer layer messages provide the most 
understandable view of the communication transport to a user. It should be recognized 
that peer-to-peer messages could also he provided at a different layer of the protocol 
layer stack, for example at the IP layer. However, this layer would be more difficult to 
view and interpret It is also possible with this invention to view non peer-to-peer layers. 
For example, the SIP messages 74 can be provided at the IP layer, while the ISDN 
messages 72, 76 can be provided at the ISDN layer. A view of non peer-to-peer layers is 
also difficult to view and interpret Generally, viewing of peer-to-peer information at a 
relatively high layer,(e.g. ISDN and SIP) is most easily viewed and interpreted. 

It should also be recognized that while a signaling portion of the transport of a 
communication is shown, the invention applies equally well the to the real time portion 
(RIP). Generally the real time portion is comprised of data packet messages, also 
referred to as messages herein, at a high packet rate. Thus, when viewing the RTP, it 
may be desirable to view groups of RTP messages rather than individual RTP messages. 

It should also be recognized that while SIP and ISDN protocols are shown, other 
protocols can be analyzed with this inventions including, but not limited to, SS7, GSM, 
GPRS, IP, TCP, UDP, SCTP, FTP, HTTP, LDAP, RTP, RSVP, RTSP, MGCP, H.323, 
H.248, H.320, H.450, and WAP. These are but some of the numerous protocol standards 
to which this invention can be applied. It will be recognized that a variety of 
organizations publish the numerous protocol standards. For example, the International 
Telecommunication Union (ITU), the American National Standards Institute (ANSI), the 
European Telecommunications Standardizations Institute (ETSI), and the Internet 
Engineering Task Force (IETF) are but some of the agencies that publish the numerous 

protocol standards that can be monitored by this invention. 

Referring now to FIG. 4, in which like elements of FIGS. 1 and 2 are provided 
having like reference designations, an exemplary multi-protocol communication analysis 
system 100 includes the three network/protocol monitors 32, 34, 36 that provide the first, 
second, and third protocol information 52, 54, 56 to a multi-protocol communication 
analyzer 58. The multi-protocol communication analyzer 58 can include a data 
management processor 102. The data management processor 102 can be coupled to a 
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data processor 104 and coupled to a data storage area 106. The data processor 104 can 
also be coupled to the data storage area 106. 

With this particular arrangement, the first, second, and third protocol information 
52, 54, 56 are provided to the data management processor 102. The first, second, and 
5 third protocol information 52, 54, 56 are stored in the data storage area 106 and are also 
provided to the data processor 104. The data processor 104 includes the multi-protocol 
communication analysis application program 60 described above in association with 
FIG. 2. The multi-protocol communication analysis application program 60 can provide 
a graphical user interface (GUI) 108 that may be a ladder diagram of a type described in 

10 FIG. 3. In an alternate embodiment, the multi-protocol communication analysis 

application program 60 can provide any other sort of GUI that presents information that 
describes protocol messages corresponding to protocol conversions. In yet another 
alternate embodiment, the multi-protocol communication analysis application program 
60 can provide a paper report. 

15 While a particular architecture associated with the multi-protocol communication 

analyzer 58 is shown, it should be recognized that other architectures are possible with 
this invention. In another embodiment, for example, the multi-protocol communication 
analyzer 58 can be provided without the data management processor 102 and/or without 
the data storage area 106. With this arrangement, the data processor 104 can receive the 

20 first, second, and third protocol information 52, 54, 56 directly. In yet another 
embodiment, the data management processor 102 and the storage area 106 can be 
provided internally to the data processor 1 04. 

Alternatively, the multi-protocol communication analyzer 58 can be performed 
by functionally equivalent circuits such as a digital signal processor circuit or an 

25 application specific integrated circuit (ASIC). FIG. 4 illustrates but one functional 

architecture required to fabricate circuits or to generate computer software to perform the 
processing required in accordance with the present invention- 
Having described preferred embodiments of the invention it will now become 
apparent to those of ordinary skill in the art that other embodiments incorporating these 

30 concepts may be used. Additionally, the software included as part of the invention may 
be embodied in a computer program product that includes a computer program medium. 
For example, such a computer usable medium can include a readable memory device, 
such as a hard drive device, a CD-ROM, a DVD-ROM, or a computer diskette, having 
computer readable program code segments stored thereon. The computer readable 
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medium can also include a communications link, either optical, wired, or wireless, 
having program code segments carried thereon as digital or analog signals. Accordingly, 
it is submitted that that the invention should not be limited to the described embodiments 
but rather should be limited only by the spirit and scope of the appended claims. 
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CLAIMS 

11. A method of tracing and analyzing the transport of a communication in a network 

2 having a plurality of protocols, the method comprising: 

3 collecting protocol information corresponding to the plurality of protocols, 

4 wherein the collecting is provided by a plurality of network/protocol monitors; 

5 processing the protocol information to provide processed protocol information; 

6 displaying the processed protocol information. 

1 2. The method of claim 1 , wherein said displaying the processed protocol 

2 information includes displaying at least one of: 

3 identification of a person or an organization corresponding to an endpoint; 

4 a location of the communication in the network; 

5 a state of the communication; 

6 a time of reception of me protocol information; 

7 one or more protocol messages associated with the one or more protocols; 

8 a time initiation of the one or more protocol messages; 

9 a content of the one or more protocol messages; 

10 a correlation of the one or more protocol messages associated with a respective 

1 1 one or more protocol conversions; 

12 a direction of flow of the communication; and 

13 a number of same kind of messages. 

1 3. The method of claim 1, wherein the displaying comprises providing a ladder 

2 diagram. 

1 4. The method of claim 1, wherein the processing includes at least one of 

2 correlating the protocol information, analyzing the protocol information, formatting the 

3 protocol information, and storing the protocol information 

1 5. The method of claim 1, wherein the collecting protocol information includes 

2 collecting the protocol information corresponding to at least one of ITU protocols, ANSI 

3 protocols, IETF protocols, and ETSI protocols. 
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1 6. The method of claim 1 , wherein the collecting protocol information includes 

2 collecting the protocol information corresponding to at least one of ISDN, SIP, SS7, 

3 GSM, GPRS, IP, TCP, UDP, SCTP, FTP, HTTP, LDAP, RTP, RSVP, RTSP, MGCP, 

4 H.323, H.248, H.320, H.450, and WAP protocols. 

17. A computer program medium having computer readable code thereon for tracing 

2 and analyzing the transport of a communication in a network having a plurality of 

3 protocols, the medium comprising: 

4 instructions for collecting protocol information corresponding to the plurality of 

5 protocols, wherein the collecting is provided by a plurality of network/protocol monitors; 

6 instructions for processing the protocol information to provide processed protocol 

7 information; and 

8 instructions for displaying the processed protocol information. 

1 8. The computer program medium of claim 7, wherein the processed protocol 

2 information includes at least one of : 

3 identification of a person or an organization corresponding to an endpoint; 

4 a location of the communication in the network; 

5 a state of the communication; 

6 a time of reception of the protocol information; 

7 one or more protocol messages associated with the one or more protocols; 

8 a time of initiation of the one or more protocol messages; 

9 a content of the one or more protocol messages; 

10 a correlation of the one or more protocol messages associated with a respective 

1 1 one or more protocol conversions; 

12 a direction of flow of the communication; and 

13 a number of same kind of messages. 



1 9. The computer program medium of claim 7, wherein the displaying comprises 

2 providing a ladder diagram. 

1 10. The computer program medium of claim 7, wherein the processing includes at 

2 least one of correlating the protocol information, analyzing the protocol information, 

3 formatting the protocol information, and storing the protocol information. 
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1 11. The computer program medium of claim 7, wherein the protocols correspond to 

2 at least one of ITU protocols, ANSI protocols, IETF protocols, and ETSI protocols. 

1 12. The computer program medium of claim 7, wherein the protocols correspond to at 

2 least one of ISDN, SIP, SS7, GSM, GPRS, IP, TCP, UDP, SCTP, FTP, HTTP, LDAP, 

3 RTP, RSVP, RTSP, MGCP, H.323, H.248, H.320, H.450, and WAP protocols 



1 13. An apparatus for tracing and analyzing the transport of a communication in a 

2 network having a plurality of protocols, the apparatus comprising: 

3 a data management processor for collecting protocol information corresponding 

4 to the plurality of protocols, wherein the collecting is provided hy a plurality of 

5 network/protocol monitors; 

6 a data processor for processing the protocol information to provide processed 

7 protocol information; and 

8 a display for displaying the processed protocol information. 

1 14. The apparatus of claim 13, wherein the processed protocol information includes 

2 at least one of: 

3 identification of a person or an organization corresponding to an endpoint; 

4 a location of the communication in the network; 

5 a state of the communication; 

6 a time of reception of the protocol information; 

7 one or more protocol messages associated with the one or more protocols; 

8 a time of initiation of the one or more protocol messages; 

9 a content of the one or more protocol messages; 

10 a correlation of the one or more protocol messages associated with a respective 

11 one or more protocol conversions; 

12 a direction of flow of the communication; and 

13 a number of same kind of messages. 

1 15. The apparatus of claim 13, wherein the display comprises a ladder diagram. 
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1 16. The apparatus of claim 13, wherein the processing includes at least one of 

2 correlating the protocol information, analyzing the protocol information, formatting the 

3 protocol information, and storing the protocol information 

1 17. The method of claim 13, wherein the protocols correspond to at least one of ITU 

2 protocols, ANSI protocols, IETF protocols, and ETSI protocols. 

1 18. The method of claim 13, wherein the protocols correspond to at least one of 

2 ISDN, SIP, SS7, GSM, GPRS, IP, TCP, UDP, SCTP, FTP, HTTP, LDAP, RTP, RSVP, 

3 RTSP, MGCP, R323, H.248, H.320, H.450, and WAP protocols. 
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